
 
 

Ready for 2021? 
The Maritime business is facing huge challenges with 
managing Cyber Security in their environments. The 
maritime regulator, International Maritime Organization 
IMO, has updated their regulations and guidelines to 
include cyber risk management onboard ships 
mandatory as of 1 January 2021. 
 

Which organisation are you? 
We have heard many different approaches and 
explanations:  
❑ We don't have so much valuable assets onboard 
❑ Let's wait and see until requirements are clearer 
❑ Our organisation is still not mature for this project 
❑ We have started but need specialised assistance  
❑ Our organisation is ISO 27001 compliant 
 

3-step cyber security project 
Deductive Labs offers you a three step standard process 
that is easy to follow and easy to budget. 
 

 

Step 1: Kickoff including awareness training, 
setting up organisation, goals and objectives 

 

Step 2: Current state analysis including self- 
assessments, interviews, document and technical 
analysis. Deductive Labs Assessment Tool is 
used throughout the process. 

 

Step 3: Implementation and project 
management in order to carry out recommended 
and prioritised activities. 

 

Assessment Tool 
Deductive Labs has developed a customised Cyber 
Security Assessment tool including security standards ie. 
ISO 27001, IEC 62443, NIST Cybersecurity framework, and 
the Bimco guidelines. It is used as our main tool when 
carrying out a current state analysis. A light version is also 
used for self-assessments that are beneficial as a first step 
activity to gather basic information but also for increasing 
awareness purposes. 
 

 

 
 

Your partner 
Deductive Labs, experienced and specialised partner for 
maritime cyber security. We can assist your organisation to 
be prepared for cyber threats and in order to fulfil current 
and upcoming requirements and regulations. 

 


